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Abstract—The integration of Large Language Models (LLMs)
into cybersecurity operations, particularly Vulnerability Assess-
ment and Penetration Testing (VAPT), has shown significant
promise. However, there remains a scarcity of comprehensive
benchmarks for evaluating LLMs in the VAPT domain, especially
for small, open-source models suitable for local deployment.
This paper introduces VAP-6, a novel benchmark comprising
six distinct datasets designed to evaluate LLM capabilities across
crucial VAPT knowledge domains: Common Vulnerabilities and
Exposures (CVE) and Common Weakness Enumeration (CWE)
identification, Common Vulnerability Scoring System (CVSS)
prediction, scenario-based reasoning aligned with Certified Ethical
Hacker (CEH) v12 and CompTIA PenTest+ PT0-002 certification
exams, VAPT tools proficiency, and CVE-to-Metasploit module
mapping. We introduce the VAP-6 methodology, encompassing
dataset creation from authoritative sources like CVE and CWE
MITRE, Exploit DB and Github with refinement through
ChatGPT and manual verification. The benchmark was applied
to evaluate selected open-source LLMs with parameters ranging
from 2 to 3 billion (Qwen 2.5, Gemma2, Llama 3.2), employing
Q4 quantization to ensure local computational efficiency via
Ollama. This research establishes a standardized framework
for benchmarking and comparing such LLMs, facilitating the
development of more robust, private, and computationally efficient
Al tools for VAPT professionals.

Index Terms—VAPT, LLM, Benchmark, Cybersecurity, Vulner-
ability Assessment, Penetration Testing, Small Language Models,
Local LLM, Open-Source LLM

I. INTRODUCTION

Vulnerability Assessment and Penetration Testing (VAPT)
represents a critical cybersecurity practice, with its effectiveness
and lifecycle being significant research areas [1], for identifying
and addressing security vulnerabilities within IT infrastructures.
Recent advances in Large Language Models (LLMs) demon-
strate remarkable potential to transform various cybersecurity
domains, as documented in contemporary systematic reviews
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[2], [3]. However, effectively deploying these models in
specialized fields like VAPT requires thorough evaluation
methodologies. While numerous general LLM benchmarks
exist, including those for language understanding assessment
[4], [5], comprehensive multitask capability evaluation [6],
and prompt-based testing frameworks [7], with several emerg-
ing specifically for cybersecurity applications [8], [9], [10],
[11], these typically do not adequately address the specific
requirements of VAPT or the particular considerations for
smaller, locally deployable models. Our research aims to extend
existing benchmarking efforts by developing a framework
focused on this specialized domain. The ability for offline
model operation is essential for VAPT practitioners who must
avoid exposing sensitive system data to third-party LLMs
hosted online. Furthermore, less computationally demanding
models democratize access and enable greater customization
possibilities through fine-tuning. To address this gap, we
present VAP-6 (Vulnerability Assessment and Pentesting - 6), a
benchmarking framework designed to evaluate the knowledge
base and reasoning capabilities of LLMs within the VAPT
domain. VAP-6 encompasses 7800 questions distributed across
six specialized datasets comprising of CVEMCQs, CWEMCQs,
CVSS Prediction, CEHv12 [12] and PenTest+ PT0-002 [13]
Styled MCQs, VAPT Tools MCQs and CVE ID to Metasploit
Module Mapping MCQs.

This paper elaborates on the design methodology and
implementation of VAP-6. We assessed three accessible, open-
source LLMs: Qwen 2.5 (3B parameters) [14], Gemma2 (2B
parameters) [15], and Llama 3.2 (3B parameters) [16]. These
models were selected based on their parameter size (2-3 billion),
compatibility with local deployment using Q4 quantization
through Ollama [17], and their open-source nature, which
facilitates potential fine-tuning, which is a huge advantage often
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unavailable with proprietary alternatives like GPT, Gemini, etc.
This study contributes a standardized methodology for eval-
uating LLM effectiveness in VAPT applications, establishing
a foundation for developing more dependable and accessible
Al-enhanced security tools.

II. RELATED WORK

The evaluation of LLMs constitutes a significant research
focus. Comprehensive benchmarks such as GLUE [4] and
SuperGLUE [5] evaluate fundamental natural language capabil-
ities, while MMLU [6] assesses extensive multitask proficiency.
PromptBench [7] provides an integrated framework for LLM
assessment, emphasizing prompt engineering techniques.

Within cybersecurity, various benchmarks facilitate under-
standing LLM capabilities. CTIBench [8] presents a framework
for evaluating LLMs in Cyber Threat Intelligence applications.
SECURE [9] and CyberSecEval 3 [10] attempt to benchmark
LLMs across diverse cybersecurity threats and functions.
CyberMetric [11] employs retrieval-augmented generation to
assess LLM cybersecurity expertise. VAP-6 extends these
initial efforts by concentrating specifically on the VAPT
domain and examining the performance of compact, quantized,
locally executable models which is an area requiring dedicated
attention.

Research on LLM applications in VAPT is advancing
rapidly. Systems like PentestGPT [18] and PentestAgent [19]
demonstrate how LLMs can facilitate penetration testing
automation. Isozaki et al. expanded automated penetration
testing further by incorporating benchmarks and analysis for
LLM enhancements [20]. Muzsai et al.’s HackSynth combined
an LLM agent with an evaluation system for autonomous
penetration testing [21]. End-to-end automated web penetration
testing has been explored through multi-agent architectures like
BreachSeek [22] and frameworks such as AutoPT by Wu et al.
[23]. Goyal et al. illustrated how LLMs can enhance manual
penetration testing practices [24].

LLMs have also been investigated for specific VAPT
functions including vulnerability identification [25], [26],
reconnaissance [27], and privilege escalation [28]. LLMs have
supported offensive operations such as directory brute-forcing
[29]. The potential for LLMs in autonomous exploitation
of one-day vulnerabilities [30] and zero-day vulnerabilities
[31] has been demonstrated. Begum addresses the growing
implementation of Al and ML in penetration testing method-
ologies [32]. Fang et al. also addresses LLMs applications in
web application attacks [33]. Methodological innovations in
VAPT, including new algorithms focusing on OWASP Top 10,
continue to emerge [34]. Additionally, LLMs are being applied
to predictive challenges, such as anticipating cyber attacks
in IoT environments [35]. VAP-6 complements these diverse
research directions by providing a consistent methodology
for evaluating the inherent VAPT knowledge of LLMs, with
particular emphasis on locally deployable implementations.

CVE-Meta (500)

Tools (500)
CVEMCQs (2000)

CEH+PT (800)

CVSS (2000)
CWEMCQs (2000)

Fig. 1: Distribution of questions in each dataset

III. VAP-6 BENCHMARK DESIGN & METHODOLOGY

The VAP-6 benchmark was developed to be comprehensive,
evaluating LL.Ms across a broad spectrum of VAPT knowl-
edge domains. The complete dataset generation and testing
process, from initial data collection through LLM performance
assessment, is illustrated in Fig. 2.

A. VAP-6 Datasets

The VAP-6 benchmark comprises six distinct evaluation
datasets shown in Fig. 1:

1) CVEMCQs (2000 questions): This dataset evaluates
knowledge of Common Vulnerabilities and Exposures
(CVEs) [36]. Given a specific CVE ID, the LLM must
identify the correct description from four options.

2) CWEMCQs (2000 questions): This dataset assesses un-
derstanding of Common Weakness Enumeration (CWEs)
[37]. Similar to CVEMCQs, it requires matching a CWE
ID with its proper description.

3) CVSS Prediction (2000 questions): This dataset tests
the ability to analyze a vulnerability description and de-
termine its appropriate CVSS v3.1 severity classification,
vector string composition, and base score.

4) CEH v12 [12] & CompTIA PenTest+ PT0-002 [13]
Styled MCQs (800 questions): This dataset incorporates
scenario-based multiple-choice questions modeled after
these industry certifications, evaluating practical reason-
ing capabilities. (3 CEH-formatted tests containing 125
questions each, and 5 PenTest+-formatted tests containing
85 questions each were created).

5) VAPT Tools MCQs (500 questions): This collection
focuses on assessing proficiency with popular VAPT tools
(Nmap, Burp Suite, Metasploit, sqlmap, Wireshark, and
Nessus).

6) CVE ID to Metasploit Module Mapping MCQs (500
questions): This dataset verifies the ability to correctly
associate given CVEs with relevant Metasploit modules
and vice-versa.
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Fig. 2: VAP-6 dataset creation and refinement workflow.

B. Dataset Construction

Source material for CVEMCQs, CWEMCQs, and CVSS
prediction datasets was gathered from authoritative public
repositories including CVE MITRE for CVEs [36], the official
CWE website [37], and Exploit DB [38]. This raw data, along
with content for other datasets, underwent processing and
reformatting into appropriate MCQ or prediction formats using
ChatGPT (GPT-40/GPT-40 mini) [39] to ensure consistency in
question structure and clarity of options. A critical subsequent
phase involved comprehensive manual validation and verifi-
cation of each question and response developed to confirm
accuracy and relevance within the VAPT domain context.

C. List of Picked LLMs and Experimental Setup

The selected LLMs, their parameter configurations, quanti-
zation methods, and sources are presented in Table I. These
models, with parameter counts ranging from 2 to 3 billion,
were specifically chosen for their open-source availability and
capacity to function locally on moderate computing hardware
(16GB RAM, 4GB Nvidia vVRAM). All models were imple-
mented with Q4 quantization (specifically Q4_K_M where
necessary, representing an optimal quantization level) through
the Ollama framework [17]. This configuration prioritizes
practical utility for users valuing data confidentiality, requiring
offline accessibility, or possessing limited computational re-
sources, and who might wish to fine-tune models for specialized
VAPT applications. A base prompt was created and modified
specifically for all the models. "You are a cybersecurity and
VAPT expert. Follow the given instructions and answer the
questions accordingly. No explanations required.”

TABLE I: Profile of Evaluated LLMs.

Model Name  Base Parameters  Quantization Developer/Source
Qwen 2.5 3B Q4_K_ M Alibaba Cloud [14]
Gemma?2 2B Q4_K M Google [15]
Llama 3.2 3B Q4_K M Meta Al [16]

D. Evaluation Metrics

Performance on each VAP-6 dataset was assessed using
specific metrics. For MCQ-based datasets, accuracy serves as
the primary metric (Eq. 1). For the CVSS Prediction dataset,
evaluation incorporates accuracy of severity classifications,
CVSS vector accuracy measured through exact matches (Eq. 1)
complemented by Levenshtein distance calculations for near
matches, and Root Mean Squared Error (RMSE) for base score
predictions (Eq. 2).

Chan
Accuracy (%) = % x 100 (1)

Ans

where Cla,s represents the correct answers of the models and
Tans represents the total number of questions/answers.

n

1
RMSE = | =Y (P, — A;)2
ILEYE

@

i=1

Where n represents the collection of vulnerability descriptions,
P; denotes the LLM’s predicted CVSS base score for item 4,
and A; indicates the actual (ground truth) CVSS base score
for item 3.

IV. RESULTS AND ANALYSIS

This section presents the performance outcomes of the LLMs
evaluated on the VAP-6 benchmark datasets. Accuracy metrics
for each model across the five MCQ-based sets are detailed in
Table II. Performance results for the CVSS prediction task are
provided in Table III

A comparative overview of LLM accuracy across the VAP-
6 MCQ sets is visualized in Fig. 3. This grouped bar chart
illustrates the percentage of correct responses for each model
across the six MCQ sub-benchmarks. For the CEH/PenTest+
style MCQs (combined as a single dataset), 70 percent and 85
percent are typical certification passing score thresholds for
human candidates.

Fig. 4 displays the error correlation (from a total of 5800
questions) across all models in a heatmap for the combined
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Fig. 3: Comparative accuracy of three language models on the VAP-6 MCQ dataset categories.

TABLE II: LLM Accuracy (%) on VAP-6 MCQ Datasets.

Dataset Qwen 2.5 Gemma?2 Llama 3.2
CVE MCQs 25.45 22.25 22.50
CWE MCQs 27.20 25.65 25.10
CEH v12 MCQs 97.60 88.80 96.00
PenTest+ MCQs 96.47 92.94 96.47
VAPT Tools MCQs  83.57 78.40 49.10
CVE-Metasploit 62.00 45.80 63.20

TABLE III: LLM Performance on VAP-6 CVSS Prediction.

CVSS Metric Qwen 2.5 Gemma?2 Llama 3.2
Severity (Acc %) 2.40 51.25 68.30
Vector Exact Match (Acc %)  1.75 0.35 0.70
Vector Avg. Levenshtein 5.73 5.98 8.81

Base Score (RMSE) 3.4675 1.2327 1.456

VAP-6 MCQ datasets, offering a comprehensive view of overall
MCQ performance patterns.

Fig. 5 provides a detailed visual breakdown of performance
on the CVSS prediction task. Panel (a) shows the misclassifi-
cations in severity across all the three models. Panel (b) shows
CVSS vector mismatches across all the categories for all the
models. Panel (c) depicts the CVSS score predictions for each
model

V. DISCUSSION

The results documented in Tables II and III, alongside the
visualizations in Figures 3, 4, and 5, provide valuable insights
into the VAPT domain capabilities of the evaluated compact
LLMs. The CVSS prediction results reveal unexpected patterns,
with particularly notable findings in severity classification
accuracy. Llama 3.2 substantially outperforms its counterparts
with a 68.30% accuracy rate, followed by Gemma2 at 51.25%,
while Qwen 2.5 demonstrates a surprisingly low 2.40%
accuracy despite its strong performance in other categories.
This disparity suggests that Llama 3.2 may have encountered
more CVSS-related content during pre-training or possesses
architectural advantages for this specific task. Vector string
generation proved challenging for all models, with extremely

low exact match rates (Qwen 2.5: 1.75%, Gemma?2: 0.35%,
Llama 3.2: 0.70%). The Levenshtein distance measurements
(where lower values indicate closer matches) confirm that all
models struggled to produce accurate CVSS vector strings,
with Qwen 2.5 showing the least deviation (5.83), followed
by Gemma?2 (6.00), and Llama 3.2 exhibiting the greatest
average distance (8.81). For base score prediction, Gemma?2
achieved the lowest RMSE (1.2327), followed by Llama 3.2
(1.456), with Qwen 2.5 demonstrating a substantially higher
error rate (3.4675). This indicates that despite Qwen 2.5’s strong
performance across most MCQ datasets, it faced particular
challenges with numeric scoring aspects of CVSS assessment.

The models demonstrate a clear dichotomy between knowl-
edge retrieval and reasoning tasks. While all three LLMs
struggle with factual knowledge retrieval (evident in CVE
and CWE identification tasks), they excel in scenario-based
reasoning (reflected in CEH and PenTest+ MCQs). This
suggests that these quantized models retain strong reasoning
frameworks but have limited capacity for storing extensive
vulnerability databases in their compressed form. A particularly
noteworthy finding is that despite parameter counts of only 2-3
billion and aggressive Q4 quantization, all models achieved
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Fig. 4: Error Correlation between each model for the MCQ datasets.
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Fig. 5: LLM performance on CVSS prediction

performance levels well above typical certification passing
thresholds (70-85%) on the CEH and PenTest+ style questions.
Qwen 2.5 and Llama 3.2 exceeded 96% accuracy on these
tasks, demonstrating that even small, quantized models can
possess sophisticated reasoning capabilities for VAPT scenarios.
The CVSS prediction results reveal additional nuances in
model capabilities. The substantial performance gap in severity
classification (Llama 3.2: 68.30% vs. Qwen 2.5: 2.40%)
suggests that Llama 3.2’s architecture or training approach
may confer advantages for categorical classification tasks
within the cybersecurity domain. Conversely, the uniformly
low performance on vector string generation (all models below
2% exact match accuracy) highlights a significant limitation in
generating structured, standardized output formats—a critical
skill for real-world VAPT automation.

A significant contribution of this research is evaluating the
practical utility of these Q4-quantized, locally executable LLMs
(with 2-3 billion parameters) as assistive tools for VAPT pro-
fessionals, especially considering their data privacy advantages
and reduced computational requirements. The performance on
CEH/Pentest+ styled questions, when contextualized against
human certification passing thresholds (Fig. 3), provides a
tangible reference point for assessing their knowledge level
relative to established professional competency standards.

A. Limitations

A fundamental limitation of VAP-6 is its focus on knowledge
assessment rather than evaluating LLMs in dynamic, interactive
penetration testing scenarios requiring planning, execution,
and environmental adaptation capabilities. While the datasets
underwent refinement through ChatGPT processing and manual
verification, they may retain inherent biases from source materi-
als or the refinement methodology. Additionally, this evaluation
concentrates on a specific selection of small, quantized LLMs
and may not generalize to larger model architectures. Future
research could explore expanding VAP-6 to incorporate more
sophisticated reasoning assessments or simulated interactive

testing environments, and evaluate a more diverse range of
model implementations.

VI. CONCLUSION

This research introduces VAP-6, a comprehensive benchmark
containing 7800 questions across six specialized datasets,
designed to evaluate the capabilities of small (23 billion
parameters), Q4-quantized, locally deployable LLMs in the
Vulnerability Assessment and Penetration Testing domain. We
detail its development methodology, dataset creation process
utilizing authoritative sources such as CVE, CWE, and Exploit-
DB with ChatGPT-enhanced processing and rigorous manual
validation, and a systematic evaluation framework for models
deployed for running locally.

VAP-6 contributes to the evolving landscape of cybersecurity
benchmarks by providing a dedicated methodology for assess-
ing LLMs on specific VAPT knowledge requirements, enabling
the development and implementation of privacy-preserving
and computationally efficient Al solutions for cybersecurity
professionals. The findings generated through this benchmark
offer valuable insights into the capabilities and limitations of
selected small-scale LLMs, informing their practical application
as supportive tools in VAPT operations and guiding future
research into specialized LLM development for cybersecurity
applications.
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